
 

 

 

BD Product Name: Identity provider management (IDM) 

Date of Critical or Security Patches: August 2021 

Abstract: Critical or Security Patches – August 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for August 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

Windows Malicious 

Software Removal Tool 

x64 - v5.92 

  

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running 

any of the following operating 

systems:   

▪ Windows 10 

▪ Windows Server 2019 

▪ Windows Server 2016 

▪ Windows 8.1 

▪ Windows Server 2012 

R2 

▪ Windows Server 2012 

▪ Windows Server 2008 

R2 

▪ Windows 7 

▪ Windows Server 2008 

 

KB890830 N/A 

Cumulative security 

update for Internet 

Explorer: August 10, 

2021 

This article applies to the 

following: 

• Internet Explorer 11 

on Windows Server 

2012 R2 

• Internet Explorer 11 

on Windows 8.1 

KB5005036 N/A 

https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-gb/topic/kb5005036-cumulative-security-update-for-internet-explorer-august-10-2021-621b1edb-b461-4d99-ae3e-5add55e53895


 

 

• Internet Explorer 11 

on Windows Server 

2012 

• Internet Explorer 11 

on Windows Server 

2008 R2 SP1 

• Internet Explorer 11 

on Windows 7 SP1 

• Internet Explorer 9 on 

Windows Server 2008 

SP2 

 

2021-08 Security 

Monthly Quality Rollup 

for Windows Server 2012 

R2 for x64-based 

Systems 

 

This security update includes 

improvements and fixes that 

were a part of 

update KB5004298 (released 

July 13, 2021) and addresses 

the following issues: 

▪ Changes the default 

privilege requirement 

for installing drivers 

when using Point and 

Print. After installing 

this update, you must 

have administrative 

privileges to install 

drivers. If you use 

Point and Print, 

see KB5005652, Point 

and Print Default 

Behavior Change, 

and CVE-2021-

34481 for more 

information. 

▪ Addresses an issue in 

which Smart Card 

Authentication (PIV) 

fails on non-RFC 

compliant printers and 

scanners requiring 

smartcard 

authentication. For 

more information, 

see KB5005391. 

▪ This update also 

contains miscellaneous 

security improvements 

KB5005076 N/A 

https://support.microsoft.com/help/5004298
https://support.microsoft.com/topic/873642bf-2634-49c5-a23b-6d8e9a302872
https://aka.ms/PointPrintMSRCBlog
https://aka.ms/PointPrintMSRCBlog
https://aka.ms/PointPrintMSRCBlog
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34481
https://support.microsoft.com/help/5005391
https://support.microsoft.com/en-us/topic/august-10-2021-kb5005076-monthly-rollup-bf677fed-96d9-475e-87c1-a053fa75fef7


 

 

to internal OS 

functionality. 

For more information about 

the resolved security 

vulnerabilities, please refer to 

the new Security Update 

Guide website. 

 

2021-08 Security Only 

Quality Update for 

Windows Server 2012 R2 

for x64-based Systems 

 

This security update includes 

quality improvements. Key 

changes include: 

▪ Changes the default 

privilege requirement 

for installing drivers 

when using Point and 

Print. After installing 

this update, you must 

have administrative 

privileges to install 

drivers. If you use 

Point and Print, 

see KB5005652, Point 

and Print Default 

Behavior Change, 

and CVE-2021-

34481 for more 

information. 

▪ Addresses an issue in 

which Smart Card 

Authentication (PIV) 

fails on non-RFC 

compliant printers and 

scanners requiring 

smartcard 

authentication. For 

more information, 

see KB5005391 

▪ This update also 

contains miscellaneous 

security improvements 

to internal OS 

functionality. 

For more information about 

the resolved security 

vulnerabilities, please refer to 

KB5005106 N/A 

https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide
https://support.microsoft.com/topic/873642bf-2634-49c5-a23b-6d8e9a302872
https://aka.ms/PointPrintMSRCBlog
https://aka.ms/PointPrintMSRCBlog
https://aka.ms/PointPrintMSRCBlog
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34481
https://support.microsoft.com/help/5005391
https://support.microsoft.com/en-us/topic/august-10-2021-kb5005106-security-only-update-d1ab5a34-55c1-4f66-8776-54a0c3bf40a7


 

 

the new Security Update 

Guide website. 

 

2021-08 Cumulative 

Update for Windows 

Server 2016 for x64-

based Systems 

Microsoft has released an 

update directly to the 

Windows Update client to 

improve reliability. Any 

device running Windows 10 

configured to receive updates 

automatically from Windows 

Update, including Enterprise 

and Pro editions, will be 

offered the latest Windows 10 

feature update based on 

device compatibility and 

Windows Update for Business 

deferral policy. This 

doesn't apply to long-term 

servicing editions. 

KB5005043 N/A 

 

https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide
https://support.microsoft.com/en-us/topic/august-10-2021-kb5005043-os-build-14393-4583-709d481e-b02a-4eb9-80d9-75c4b8170240

