BD Product Name: Identity provider management (IDM)

Date of Critical or Security Patches: June 2021
Abstract: Critical or Security Patches - June 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for June 2021. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
Windows Malicious The Windows Malicious KB890830 N/A
Software Removal Tool Software Removal Tool
x64 - v5.85 (MSRT) helps remove

malicious software from
computers that are running
any of the following operating
systems:

Windows 10

Windows Server 2019
Windows Server 2016
Windows 8.1

Windows Server 2012 R2
Windows Server 2012
Windows 7

Windows Server 2008 R2 for
x64-based Systems

2021-06 Security and This update is included in the | KB5003781 N/A
Quality Rollup for .NET Security and Quality Rollup

Framework 3.5, 4.5.2, that's dated June 8, 2021.

4.6,4.6.1,4.6.2,4.7, Parts of this update were

4.7.1, 4.7.2, 4.8 for previously released in the

Windows Server 2012 R2 | rollup that's dated October

for x64 (KB5003781) 13, 2020.

2021-06 Security This security update includes | KB5003671 N/A
Monthly Quality Rollup improvements and fixes that

for Windows Server 2012 | were a part of

R2 for x64-based update KB5003209 (released

Systems (KB5003671). May 11, 2021) and addresses
the following issues:

Security updates to Windows
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https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/help/5003209
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-ba51b71f-39cd-cdec-73eb-61979b0661e0

App Platform and
Frameworks, Windows Cloud
Infrastructure, Windows
Authentication, Windows
Fundamentals, Windows
Storage and Filesystems,
Windows HTML Platform, and
Microsoft Scripting Engine

2021-06 Security Only This security update includes | KB5003681 N/A
Quality Update for quality improvements. Key
Windows Server 2012 R2 | changes include:

for x64-based Systems
(KB5003681) Security updates to Windows
App Platform and
Frameworks, Windows Cloud
Infrastructure, Windows
Authentication, Windows
Fundamentals, and Windows
Storage and Filesystems.

2021-06 Cumulative Microsoft has released an KB5003638 N/A
Update for Windows update directly to the

Server 2016 for x64- Windows Update client to

based Systems improve reliability. Any

(KB5003638) device running Windows 10

configured to receive updates
automatically from Windows
Update, including Enterprise
and Pro editions, will be
offered the latest Windows 10
feature update based on
device compatibility and
Windows Update for Business
deferral policy. This

doesn't apply to long-term
servicing editions.
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https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-ba51b71f-39cd-cdec-73eb-61979b0661e0

