Security Patches:

Identity Management

March 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for March 2023. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
Windows Malicious Software The Windows Malicious Software Removal Tool KB890830 N/A
Removal Tool x64 - v5.109 (MSRT) helps remove malicious software from
(KB890830) computers that are running any of the following
operating systems:

=  Windows 10

= Windows Server 2019

= Windows Server 2016

=  Windows 8.1

= Windows Server 2012 R2

=  Windows Server 2012

=  Windows Server 2008 R2

=  Windows 7

=  Windows Server 2008
Security Monthly Quality Rollup for  This cumulative security update includes KB5023765 N/A
Windows Server 2012 R2 for x64 improvements that are part of

update KB5022899 (released February 14, 2023).
This update also makes improvements for the
following issues:

base Systems

= After applying a Windows update
released on or after July 12, 2022,
hyperlinks embedded in an Office
document that use the search-ms
protocol might stop working.


http://support.microsoft.com/kb/890830
https://support.microsoft.com/help/5022899
https://learn.microsoft.com/windows/win32/search/-search-3x-wds-qryidx-searchms
https://learn.microsoft.com/windows/win32/search/-search-3x-wds-qryidx-searchms
https://support.microsoft.com/en-us/topic/march-14-2023-kb5023765-monthly-rollup-d6ebf3d1-c12d-4a4c-9933-ca3bb2324e01

2023-03 Servicing Stack Update for
Windows Server 2012 R2 for x64-
based Systems (KB5023790)

2023-03 Security Only Quality
Update for Windows Server 2012 R2
for x64-based Systems (KB5023764)

2023-03 Cumulative Update for
Windows Server 2016 for x64-based
Systems (KB5023697)

2023-03 Servicing Stack Update for
Windows Server 2016 for x64-based
Systems (KB5023788)
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This update makes quality improvements to the
servicing stack, which is the component that
installs Windows updates. Servicing stack
updates (SSU) makes sure that you have a
robust and reliable servicing stack so that your
devices can receive and install Microsoft
updates.

This update makes improvements for the
following issues:

After applying a Windows update released on
or after July 12, 2022, hyperlinks embedded in
an Office document that use the search-ms
protocol might stop working.

The Local Security Authority Subsystem Service
(Lsass.exe) might stop responding after System
Preparation (sysprep) is run on a domain-joined
device.

This security update includes quality
improvements. When you install this KB:

This update implements phase three of
Distributed Component Object Model (DCOM)
hardening. See KB5004442. After you install
this update, you cannot turn off the changes
using the registry key.

This update makes quality improvements to the
servicing stack, which is the component that
installs Windows updates. Servicing stack
updates (SSU) makes sure that you have a
robust and reliable servicing stack so that your
devices can receive and install Microsoft
updates.
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KB5023697

KB5023790 N/A

KB5023764 N/A

N/A

KB5023788  N/A
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https://learn.microsoft.com/windows/win32/search/-search-3x-wds-qryidx-searchms
https://learn.microsoft.com/windows/win32/search/-search-3x-wds-qryidx-searchms
https://support.microsoft.com/en-us/topic/kb5004442-manage-changes-for-windows-dcom-server-security-feature-bypass-cve-2021-26414-f1400b52-c141-43d2-941e-37ed901c769c
https://support.microsoft.com/en-us/topic/kb5023790-servicing-stack-update-for-windows-server-2012-r2-march-14-2023-5cf76aab-6178-4b1e-b0af-54c9d5cf1e52
https://support.microsoft.com/en-us/topic/march-14-2023-kb5023764-security-only-update-b5fc2c29-c147-493e-9151-f373d6d888fb
https://support.microsoft.com/en-us/topic/march-14-2023-kb5023697-os-build-14393-5786-d8c0d93c-c58b-4398-9fee-59183e52b20c
https://support.microsoft.com/en-us/topic/kb5023788-servicing-stack-update-for-windows-server-2016-march-14-2023-4c39b60e-f919-42c6-93af-7799f0b7f57c

