Security Patches:

Identity Management

August 2022

BD has identified patches from Microsoft® that have been identified as critical or security
related for August 2022. These patches were not found to adversely affect BD products and will
be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

Windows Malicious Software  The Windows Malicious Software Removal Tool KB890830 N/A

Removal Tool x64 - v5.104 (MSRT) helps remove malicious software from
computers that are running any of the following
operating systems:

e  Windows 10

Windows Server 2019

Windows Server 2016

Windows 8.1

Windows Server 2012 R2

Windows Server 2012

Windows Server 2008 R2

Windows 7

Windows Server 2008


https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

2022-08 Security Update for
Windows Server 2012 R2 for
x64-based Systems

2022-08 Security Monthly
Quality Rollup for Windows
Server 2012 R2 for x64-
based Systems

2022-08 Cumulative
Security Update for IE11 for
Windows Server 2012 R2 for
x64-based Systems

This security update applies only to the following KB5012170
Windows versions:

=  Windows Server 2012

=  Windows 8.1 and Windows Server
2012 R2

=  Windows 10, version 1507

=  Windows 10, version 1607 and
Windows Server 2016

=  Windows 10, version 1809 and

Windows Server 2019

Windows 10, version 20H2

Windows 10, version 21H1

Windows 10, version 21H2

Windows Server 2022

Windows 11, version 21H2 (original

release)

= Azure Stack HCI, version 1809

= Azure Stack Data Box, version 1809
(ASDB)

This cumulative security update includes KB5016681

improvements that are part of
update KB5015874 (released July 12, 2022) and
includes new improvements for the following issues:

= Addresses an issue in which Speech and
Network troubleshooters will not start.

= Addresses an issue that might cause the
Local Security Authority Server Service
(LSASS) to leak tokens. This issue affects
devices that have installed Windows
updates dated June 14, 2022 or later. This
issue occurs when the device performs a
specific form of service for user (S4U) in a
non-Trusted Computing Base (TCB)
Windows service that runs as Network
Service.

This update applies to the following: KB5016618

= Internet Explorer 11 on Windows Server
2012 R2

= Internet Explorer 11 on Windows 8.1

= Internet Explorer 11 on Windows Server
2012

= Internet Explorer 11 on Windows Server
2008 R2 SP1

= Internet Explorer 11 on Windows 7 SP1

N/A

N/A

N/A


https://support.microsoft.com/en-us/topic/kb5012170-security-update-for-secure-boot-dbx-august-9-2022-72ff5eed-25b4-47c7-be28-c42bd211bb15
https://support.microsoft.com/en-us/topic/kb5012170-security-update-for-secure-boot-dbx-august-9-2022-72ff5eed-25b4-47c7-be28-c42bd211bb15
https://support.microsoft.com/help/5015874
https://support.microsoft.com/en-us/topic/august-9-2022-kb5016681-monthly-rollup-20ab63db-b322-4092-b915-1919b21cee6b
https://support.microsoft.com/en-us/topic/kb5016618-cumulative-security-update-for-internet-explorer-august-9-2022-d39d5143-88d2-435f-9c35-fc21de42a599
https://support.microsoft.com/en-us/topic/kb5016618-cumulative-security-update-for-internet-explorer-august-9-2022-d39d5143-88d2-435f-9c35-fc21de42a599

2022-08 Cumulative Security
Update for Windows Server
2016 for x64-based Systems

2022-07 Servicing Stack
Update for Windows Server
2016 for x64-based Systems

This security update includes quality improvements. KB5016622
Key changes include:

Addresses an issue that prevents certain
troubleshooting tools from opening.
Addresses an issue that prevents the Key
Distribution Center (KDC) Proxy from
properly receiving Kerberos tickets for Key
Trust Windows Hello for Business credentials.

Applies to KB5017095

Windows 10, version 1607 for x86-based
devices

Windows 10, version 1607 for x64-based
devices

Windows Server 2016

Windows Server 2016 (Server Core
installation)

N/A

N/A


https://support.microsoft.com/en-us/topic/august-9-2022-kb5016622-os-build-14393-5291-19fa46af-be4b-4717-b711-8499777e13a8
https://support.microsoft.com/en-us/topic/august-9-2022-kb5016622-os-build-14393-5291-19fa46af-be4b-4717-b711-8499777e13a8
https://support.microsoft.com/en-us/topic/kb5017095-servicing-stack-update-for-windows-10-version-1607-and-server-2016-august-9-2022-63d110e1-abde-44ad-9170-a4ba2d1e83d2
https://support.microsoft.com/en-us/topic/kb5017095-servicing-stack-update-for-windows-10-version-1607-and-server-2016-august-9-2022-63d110e1-abde-44ad-9170-a4ba2d1e83d2

2022-08 Security Only This security-only update includes new KB5016683 N/A

Quality Update for Windows  improvements for the following issue:

Server 2012 R2 for x64-based

Systems = Addresses an issue in which Speech and
Network troubleshooters will not start.

= Addresses an issue that might cause the

Local Security Authority Server Service
(LSASS) to leak tokens. This issue affects
devices that have installed Windows
updates dated June 14, 2022 or later. This
issue occurs when the device performs a
specific form of service for user (S4U) in a
non-Trusted Computing Base (TCB)
Windows service that runs as Network
Service.
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https://support.microsoft.com/en-us/topic/august-9-2022-kb5016683-security-only-update-63256731-a090-4f08-95fa-849f33ff02c0
https://support.microsoft.com/en-us/topic/august-9-2022-kb5016683-security-only-update-63256731-a090-4f08-95fa-849f33ff02c0

