Security Patches:

Identity Management

February 2024

BD has identified patches from Microsoft® that have been identified as critical or security
related for February 2024. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to maintain
the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

OS Build 14393.6709 (KB5034767) This update addresses an issue that affects the KB5034767 N/A
download of device metadata. Downloads from
the Windows Metadata and Internet Services
(WMIS) over HTTPS are now more secure.

Servicing stack update for This update makes quality improvements to the KB5034862 N/A
Windows Server servicing stack, which is the component that
2016:(KB5034862) installs Windows updates. Servicing stack updates

(SSU) makes sure that you have a robust and
reliable servicing stack so that your devices can
receive and install Microsoft updates.

Remove specific prevalent malware  This update makes quality improvements to the KB890830 N/A
with Windows Malicious Software servicing stack, which is the component that
Removal Tool (KB890830) installs Windows updates. Servicing stack updates

(SSU) makes sure that you have a robust and
reliable servicing stack so that your devices can
receive and install Microsoft updates.


https://support.microsoft.com/en-us/topic/february-13-2024-kb5034767-os-build-14393-6709-e64b104e-984a-49fc-95ef-c3d84c159ba9
https://support.microsoft.com/en-us/topic/kb5034862-servicing-stack-update-for-windows-server-2016-february-13-2024-ac0b2a4e-bef4-4b67-8cdb-14be33220ffd
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

2024-02 Security Monthly Quality
Rollup for Windows Server 2012 R2
for x64-based Systems
(KB5034819)

2024-02 Servicing Stack Update
for Windows Server 2012 R2 for
x64-based Systems (KB5034866)

2024-02 Security and Quality
Rollup for .NET Framework 3.5,
4.6.2,47,4.7.1,4.7.2, 4.8 for
Windows Server 2012 R2 for x64
(KB5034689)
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The installation of this Extended Security Update ~ KB5034819 N/A
(ESU) might fail when you try to install it on an

Azure Arc-enabled device that is running

Windows Server 2012 R2. For a successful

installation, please make sure all Subset of

endpoints for ESU only are met as described in

Connected Machine agent network requirements.

Windows 8.1 reached end of support (EOS) on
January 10, 2023, at which point technical
assistance and software updates are no longer
provided. If you have devices running Windows
8.1, we recommend upgrading them to a more
current, in-service, and supported Windows
release. If devices do not meet the technical
requirements to run a more current release of
Windows, we recommend that you replace the
device with one that supports Windows 11.

KB5034866 N/A

As a reminder to advanced IT administrators,
updates to .NET Framework 3.5 for Windows
Server 2012 R2 should only be applied on systems
where .NET Framework 3.5 is present and
enabled. Customers who attempt to pre-install
updates to .NET Framework 3.5 to offline images
that do not contain the .NET Framework 3.5
product enabled will expose these systems to
failures to enable.

KB5034689 N/A
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https://learn.microsoft.com/azure/azure-arc/servers/network-requirements?tabs=azure-cloud#subset-of-endpoints-for-esu-only
https://learn.microsoft.com/azure/azure-arc/servers/network-requirements?tabs=azure-cloud#subset-of-endpoints-for-esu-only
https://learn.microsoft.com/azure/azure-arc/servers/network-requirements?tabs=azure-cloud
https://docs.microsoft.com/lifecycle/products/windows-81
https://support.microsoft.com/help/5034819
https://support.microsoft.com/help/5034866
http://support.microsoft.com/kb/5034689

