Security Patches:

Identity Management

October 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for October 2023. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.
Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to maintain
the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes
Remove specific prevalent malware  Reporting infection information to Microsoft the ~ KB890830 N/A
with MSRT sends basic information to Microsoft if the
Windows Malicious Software tool detects malicious software or finds an error.
Removal Tool (KB890830) This information will be used for tracking virus

prevalence. No identifiable personal information

that is related to you or to the computer is sent

together with this report.
Cumulative Update for Windows This update completes the work to comply with KB5031362 N/A
Server 2016 for x64-based Systems  the GB18030-2022 requirements. It removes and
(KB5031362) remaps characters for Microsoft Wubi input and

Microsoft Pinyin U-mode input. You can no longer

enter character codepoints that are not

supported. All the required codepoints are up to

date.
October 10, 2023-Security and This update is cumulative and contains all KB5031228 N/A

Quality Rollup for .NET Framework
3.5,46.2,4.7,47.1,4.7.2,48 for
Windows Server 2012 R2
(KB5031228)

previously released security improvements. This
update is included in the Security and Quality
Rollup that is dated October 10, 2023. Parts of
this update were previously released in the rollup
that is dated September 12, 2023.


https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/october-10-2023-kb5031362-os-build-14393-6351-0c6e713e-3d6a-4593-8a75-af0a605f249c
https://support.microsoft.com/en-us/topic/october-10-2023-security-and-quality-rollup-for-net-framework-3-5-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-server-2012-r2-kb5031228-176710e4-c4c4-4e5f-ae65-5bb058c084c1

Security-only update (KB5031407)

Monthly Rollup (KB5031419)

Cumulative security update for
Internet Explorer (KB5031355)

BD, Franklin Lakes, NJ, 07417, U.S.
201.847.6800

bd.com

Addresses an issue in which an external bind KB5031407 N/A
might fail after Windows updates released on or

after May 2023 are installed. This leads to issues

with Lightweight Directory Access Protocol (LDAP)

queries and authentication.

Addresses an issue in which an external bind

might fail after Windows updates released on or KB5031419 N/A
after May 2023 are installed. This leads to issues

with Lightweight Directory Access Protocol (LDAP)

queries and authentication.

The improvements that are included in this KB5031355
Internet Explorer update are also included in the
October 2023 Monthly Rollup. Installing either
this Internet Explorer update or the Monthly
Rollup installs the same improvements. This
update is not applicable for installation on a
device on which the Monthly Rollup from October
2023 (or a later month) is already installed. This is
because that update contains all the same
improvements that are included in this Internet
Explorer update.

N/A
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https://support.microsoft.com/en-us/topic/october-10-2023-kb5031407-security-only-update-fbabe467-2b2e-4871-891a-3716394b2a45
https://support.microsoft.com/en-us/topic/october-10-2023-kb5031419-monthly-rollup-85700dab-19b9-4494-be12-4ab36f96d4f6
https://support.microsoft.com/en-us/topic/kb5031355-cumulative-security-update-for-internet-explorer-october-10-2023-c56fd2d7-64c5-4883-8614-b745b7325530

