Security Patches:

ldentity Management
June 2022

BD has identified patches from Microsoft  that have been identified as critical or security related
for June 2022. These patches were not found to adversely affect BD products and will be applied
according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in order to
maintain the correct security posture of the system(s).

Microsoft’ patches

Patch name Description Patch ID Notes
Windows Malicious Software  The Windows Malicious Software Removal Tool KB890830 N/A
Removal Tool x64 — v5.102 (MSRT) helps remove malicious software from

computers that are running any of the following
operating systems:
e Windows 10
e  Windows Server 2019
e Windows Server 2016
e Windows 8.1
e Windows Server 2012 R2
e Windows Server 2012
e Windows Server 2008 R2
e Windows 7
e  Windows Server 2008


https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

2022-06 Security Monthly
Quiality Rollup for Windows
Server 2012 R2 for x64-based
Systems

2022-06 Security Only
Quiality Update for Windows
Server 2012 R2 for x64-based
Systems

2022-06 Cumulative Update
for Windows Server 2012 R2
for x64-based Systems
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This cumulative security update includes
improvements that are part of

update KB5014011 (released May 10, 2022) and
includes new improvements for the following issue:

=  Printing to a NUL port from a Low Integrity
Level (LowlL) process application could cause
printing failures.

This security-only update includes new improvements
for the following issue:

KB5014746

=  Printing to a NUL port from a Low Integrity
Level (LowlL) process application could cause
printing failures.

This security update includes quality improvements.
Key changes include:

KB5014702

=  Provides a Group Policy that administrators
can use to enable customers to use the Ctrl+S
(Save As) keyboard shortcut in Microsoft
Edge IE Mode.
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https://support.microsoft.com/help/5014011
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014738-monthly-rollup-54e9b3f2-2353-4e73-acbb-5458f38e161e
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014746-security-only-update-50d8cfaf-4650-4baf-b4e6-d9b345315ca8
https://support.microsoft.com/en-us/topic/june-14-2022-kb5014702-os-build-14393-5192-e60ac0e1-44a4-49f9-871f-7c25eb0e5bb1

