Security Patches:

Identity Management

November 2023

BD has identified patches from Microsoft® that have been identified as critical or security
related for November 2023. These patches were not found to adversely affect BD products and
will be applied according to customers’ service agreements.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity to maintain
the correct security posture of the system(s).

Microsoft® patches

Patch name Description Patch ID Notes

Remove specific prevalent malware  Microsoft releases the MSRT on a monthly KB890830 N/A
with Windows Malicious Software  cadence as part of Windows Update or as a
Removal Tool (KB890830) standalone tool. Use this tool to find and remove

specific prevalent threats and reverse the

changes they have made (see covered malware

families). For comprehensive malware detection

and removal, consider using Windows Defender

Offline or Microsoft Safety Scanner.

Servicing stack update for This update makes quality improvements to the KB5032391 N/A
Windows Server 2016: November servicing stack, which is the component that
14,2023(KB5032391) installs Windows updates. Servicing stack updates

(SSU) makes sure that you have a robust and
reliable servicing stack so that your devices can
receive and install Microsoft updates.

OS Build 14393.6452(KB5032197)  This update addresses security issues for KB35032197 N/A

Windows operating system. Microsoft is not
currently aware of any issues with this update.
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https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0#bkmk_covered
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0#bkmk_covered
https://support.microsoft.com/en-us/windows/help-protect-my-pc-with-microsoft-defender-offline-9306d528-64bf-4668-5b80-ff533f183d6c
https://support.microsoft.com/en-us/windows/help-protect-my-pc-with-microsoft-defender-offline-9306d528-64bf-4668-5b80-ff533f183d6c
https://www.microsoft.com/security/scanner/default.aspx
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/kb5032391-servicing-stack-update-for-windows-server-2016-november-14-2023-2f98b245-4e9c-4b3e-8ef8-1268a8e36324
https://support.microsoft.com/en-us/topic/november-14-2023-kb5032197-os-build-14393-6452-7eff4948-a9bb-46ba-aa91-ce3047cac846

