
 

 

 

BD Product Name: Identity provider management (IDM) 

Date of Critical or Security Patches: September 2021 

Abstract: Critical or Security Patches – September 2021 

 

Microsoft® & Third-Party Patches 

BD has identified patches from Microsoft that have been identified as critical or security 

related for September 2021. These patches were not found to adversely affect BD products 

and will be applied according to customers’ service agreement. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in 

order to maintain the correct security posture of the system(s). 

Patch Name Description Patch ID Notes 

Servicing stack update 

for Windows 10, version 

1607: September 14, 

2021 

  

This update makes quality 

improvements to the 

servicing stack, which is the 

component that installs 

Windows updates. This 

update applies to the 

following: 

▪ Windows 10, version 

1607 for x86-based 

systems 

▪ Windows 10, version 

1607 for x64-based 

systems 

▪ Windows Server 2016 

▪ Windows Server 2016 

(Server Core 

installation) 

 

KB5005698 

 

N/A 

Remove specific 

prevalent malware with 

Windows Malicious 

Software Removal Tool 

 

The Windows Malicious 

Software Removal Tool 

(MSRT) helps remove 

malicious software from 

computers that are running 

any of the following operating 

systems:   

▪ Windows 10 

▪ Windows Server 2019 

▪ Windows Server 2016 

▪ Windows 8.1 

KB890830 N/A 

https://support.microsoft.com/en-us/topic/kb5005698-servicing-stack-update-for-windows-10-version-1607-september-14-2021-14ee13e8-9cbe-4520-ab0b-4e0bed59b88b
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0


 

 

▪ Windows Server 2012 

R2 

▪ Windows Server 2012 

▪ Windows Server 2008 

R2 

▪ Windows 7 

▪ Windows Server 2008 

 

2021-09 Cumulative 

Update for Windows 

Server 2016 for x64-

based Systems 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

KB5005573 N/A 

Framework 3.5, 4.5.2, 

4.6, 4.6.1, 4.6.2, 4.7, 

4.7.1, 4.7.2, 4.8 for 

Windows 8.1, RT 8.1, 

and Windows Server 

2012 R2 

 

Security improvements 

There are no new security 

improvements in this release. 

This update is cumulative and 

contains all previously 

released security 

improvements. 

Quality Improvements 

For a list of improvements 

that were released with this 

update, please see the article 

links in the Additional 

Information section of this 

article. 

 

KB5004873 

 

N/A 

Cumulative security 

update for Internet 

Explorer: September 14, 

2021 

This security update resolves 

vulnerabilities in Internet 

Explorer. To learn more about 

these vulnerabilities, 

see Microsoft Common 

Vulnerabilities and Exposures. 

Additionally, see the following 

articles for more information 

about cumulative updates: 

KB5005563 N/A 

https://support.microsoft.com/en-us/topic/september-14-2021-kb5005573-os-build-14393-4651-48853795-3857-4485-a2bf-f15b39464b41
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5004873-19a91951-2b73-4cdd-b70e-7be2456be967
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://support.microsoft.com/en-us/topic/kb5005563-cumulative-security-update-for-internet-explorer-september-14-2021-1f0ae9ae-3a53-42b1-9627-9250c9c73ba8


 

 

• Windows Server 2008 

SP2 update history  

• Windows 7 SP1 and 

Windows Server 2008 

R2 SP1 update history  

• Windows Server 2012 

update history  

• Windows 8.1 and 

Windows Server 2012 

R2 update history  

 

2021-09 Security Only 

Update for Windows 

Server 2012 R2 for x64-

based Systems 

This security update includes 

quality improvements. Key 

changes include: 

▪ This update contains 

miscellaneous security 

improvements to 

internal OS 

functionality. No 

additional issues were 

documented for this 

release. 

KB5005627 N/A 

2021-09 Security 

Monthly Quality Roll Up 

for Windows Server 2012 

R2 for x64-based 

Systems 

This security update includes 

improvements and fixes that 

were a part of 

update KB5005076 (released 

August 10, 2021) and 

addresses the following 

issues: 

▪ This update contains 

miscellaneous security 

improvements to 

internal OS 

functionality. No 

additional issues were 

documented for this 

release. 

 

KB5005613 

 

N/A 

2021-07 Security 

Monthly Quality Rollup 

for Windows Server 2012 

R2 for x64-based 

Systems 

A security issue has been 

identified in a Microsoft 

software product that could 

affect your system. You can 

help protect your system by 

installing this update from 

Microsoft. For a complete 

KB5004954 

 

N/A 

https://support.microsoft.com/help/4343218
https://support.microsoft.com/help/4343218
https://support.microsoft.com/help/4009469
https://support.microsoft.com/help/4009469
https://support.microsoft.com/help/4009469
https://support.microsoft.com/help/4009471
https://support.microsoft.com/help/4009471
https://support.microsoft.com/help/4009470
https://support.microsoft.com/help/4009470
https://support.microsoft.com/help/4009470
https://support.microsoft.com/en-us/topic/september-14-2021-kb5005627-security-only-update-3404d598-7d6e-4007-93e8-49438460791f
https://support.microsoft.com/help/5005076
https://support.microsoft.com/en-us/topic/september-14-2021-kb5005613-monthly-rollup-47b217aa-8d33-4b29-b444-77fcbe57410b
https://support.microsoft.com/en-us/topic/september-14-2021-kb5005613-monthly-rollup-47b217aa-8d33-4b29-b444-77fcbe57410b


 

 

listing of the issues that are 

included in this update, see 

the associated Microsoft 

Knowledge Base article. After 

you install this update, you 

may have to restart your 

system. 

 


