BD Product Name: Identity provider management (IDM)

Date of Critical or Security Patches: February 2022
Abstract: Critical or Security Patches — February 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for February 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
Windows Malicious The Windows Malicious KB890830 N/A
Software Removal Tool Software Removal Tool
x64 - v5.98 (MSRT) helps remove

malicious software from
computers that are running
any of the following operating
systems:

e Windows 10
Windows Server 2019
Windows Server 2016
Windows 8.1
Windows Server 2012
R2
Windows Server 2012
e Windows Server 2008

R2
Windows 7
Windows Server 2008
2022-02 Cumulative A security issue has been KB5010359 N/A
Update for Windows identified in a Microsoft
Server 2016 for x64- software product that could
based Systems affect your system. You can

help protect your system by
installing this update from
Microsoft. For a complete
listing of the issues that are
included in this update, see
the associated Microsoft
Knowledge Base article. After
you install this update, you
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https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://support.microsoft.com/en-us/topic/february-8-2022-kb5010359-os-build-14393-4946-e47d743b-9026-4390-bca6-5ad4ddb40ca8

may have to restart your
system.

2022-02 Security
Monthly Quality Rollup
for Windows Server 2012
for x64-based Systems

This security update includes

improvements and fixes that

were a part of

update KB5009624 (released

January 11, 2022) and

update KB5010794 (released

January 17, 2022).

Additionally, this update also

addresses the following

issues:

e Updates daylight
savings time to start
in February 2022
instead of March 2022
in Jordan.
e Addresses an issue in

which virtual machines
(VMs) on a Windows
server that has Unified
Extensible Firmware
Interface (UEFTI)
enabled fail to start
after installing the
January 11, 2022
Windows update.

KB5010419

N/A

2022-02 Security
Monthly Quality Rollup
for Windows Server 2012
R2 for x64-based
Systems

This security update includes

improvements and fixes that

were a part of

update KB5009624 (released

January 11, 2022) and

update KB5010794 (released

January 17, 2022).

Additionally, this update also

addresses the following

issues:

e Updates daylight
savings time to start
in February 2022
instead of March 2022
in Jordan.
e Addresses an issue in

which virtual machines
(VMs) on a Windows
server that has Unified
Extensible Firmware
Interface (UEFI)
enabled fail to start

KB5010395

N/A
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https://support.microsoft.com/help/5009624
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5010794
https://support.microsoft.com/en-us/topic/february-8-2022-kb5010419-monthly-rollup-d8aae3ca-0c11-4136-ab17-43ada2fb5e37
https://support.microsoft.com/help/5009624
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5010794
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a

after installing the
January 11, 2022
Windows update.
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