BD Product Name: Identity provider management (IDM)

Date of Critical or Security Patches: January 2022
Abstract: Critical or Security Patches - January 2022

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for January 2022. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2022-01 Security This security update includes | KB5009624 | N/A
Monthly Quality Rollup improvements and fixes that
for Windows Server 2012 | were a part of
R2 for x64-based update KB5008263 (released
System December 14, 2021) and

addresses the following issue:

= This update contains
miscellaneous security
improvements to
internal OS
functionality. No
specific issues are
documented for this
release.

For more information about
the resolved security
vulnerabilities, please refer to
the Security Update

Guide website and

the January 2022 Security

Updates.
2022-01 Security and This security update KB5009721 N/A
Quality Rollup for .NET addresses an issue where an
Framework 3.5, 4.5.2, unauthenticated attacker
4.6,4.6.1,4.6.2,4.7, could cause a denial of

4.7.1,4.7.2, 4.8 for

) | |
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https://support.microsoft.com/help/5008263
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2022-Jan
https://msrc.microsoft.com/update-guide/releaseNote/2022-Jan
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009624-monthly-rollup-23f4910b-6bdd-475c-bb4d-c0e961aff0bc
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009624-monthly-rollup-23f4910b-6bdd-475c-bb4d-c0e961aff0bc
https://support.microsoft.com/en-us/topic/security-and-quality-rollup-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-rt-8-1-and-windows-server-2012-r2-kb5009721-7dfd5b31-b198-4dab-af20-09b166eae15f

Windows 8.1, RT 8.1,
and Windows Server
2012 R2

service on an affected
system.

Windows Malicious
Software Removal Tool
x64 - v5.97

The Windows Malicious
Software Removal Tool
(MSRT) helps remove
malicious software from
computers that are running
any of the following operating
systems:

Windows 10

Windows Server 2019

Windows Server 2016

Windows 8.1

Windows Server 2012

R2

=  Windows Server 2012

=  Windows Server 2008
R2

=  Windows 7

=  Windows Server 2008

KB890830

N/A

2022-01 Security Only
Quality Update for
Windows Server 2012 R2
for x64-based System

This security update includes
quality improvements. Key
changes include:

e This update contains
miscellaneous security
improvements to
internal OS
functionality. No
specific issues are
documented for this
release.

For more information about
the resolved security
vulnerabilities, please refer to
the new Security Update
Guide website and

the January 2022 Security
Updates.

KB5009595

N/A

2022-01 Security Only
Update for .NET
Framework 3.5, 4.5.2,

This security update
addresses an issue where an
unauthenticated attacker

KB5009713

N/A

BD



https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2022-Jan
https://msrc.microsoft.com/update-guide/releaseNote/2022-Jan
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a
https://support.microsoft.com/en-us/topic/security-only-update-for-net-framework-3-5-4-5-2-4-6-4-6-1-4-6-2-4-7-4-7-1-4-7-2-4-8-for-windows-8-1-and-windows-server-2012-r2-kb5009713-484b6bea-be16-4fe9-85f2-6cafef43191c

4.6,4.6.1,4.6.2,4.7, could cause a denial of
4.7.1,4.7.2, 4.8 for service on an affected

Windows Server 2012 R2 | system.
for x64
2022-01 Cumulative After installing updates KB5010790
Update for Windows released April 22, 2021 or
Server 2016 for x64- later, an issue occurs that
based Systems affects versions of Windows
Server that are in use as a
Key Management Services
(KMS) host. Client devices
running Windows 10
Enterprise LTSC 2019 and
Windows 10 Enterprise LTSC
2016 might fail to activate.
This issue only occurs when
using a new Customer
Support Volume License Key
(CSVLK).
2022-01 Cumulative This security update includes | KB5009546
Update for Windows quality improvements. Key
Server 2016 for x64- changes include:

based Systems

e Addresses an issue
that
causes searchindexer.
exe to stop responding
during a dismount
operation in the
Remote Desktop setup
environment.

e Addresses an issue
that causes the
BranchCache
republication cache to
take up more space
than it is assigned.
This issue occurs if the
cache size exceeds
OxFFFFFFFF
(4294967295) bytes
within a short period
(usually within 30
minutes).
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https://support.microsoft.com/en-us/topic/january-17-2022-kb5010790-os-build-14393-4889-out-of-band-567c392a-b10c-4dba-bed5-d3648af05164
https://support.microsoft.com/en-us/topic/january-11-2022-kb5009546-os-build-14393-4886-0c2cac57-13b6-42e6-b318-41ca32428f91

