BD Product Name: Identity provider management (ID

Date of Critical or Security Patches: December 2021
Abstract: Critical or Security Patches - December 2021

Microsoft® & Third-Party Patches

BD has identified patches from Microsoft that have been identified as critical or security
related for December 2021. These patches were not found to adversely affect BD products
and will be applied according to customers’ service agreement.

Customers that maintain patches independent of BD automated delivery should ensure the
validated patches are installed on their BD systems as the acting responsible entity in
order to maintain the correct security posture of the system(s).

Patch Name Description Patch ID Notes
2021-12 Security Only This security update includes | KB5008285 N/A
Quality Update for quality improvements. Key

Windows Server 2012 R2 | changes include:
for x64-based System

= Update to support the
cancellation of
daylight savings time
(DST) for 2021 for the
Republic of Fiji.

= Addresses a known
issue that causes error
codes 0x000006€4,
0x0000007c, or
0x00000709 when
connecting to a
remote printer that is
shared on a Windows
print server.

= Addresses a known
issue that might
prevent apps, such
as Kaspersky apps,
from opening after
you attempt to repair
or update the apps
using the Microsoft
Installer (MSI).

For more information about
the resolved security
vulnerabilities, please refer to
the new Security Update
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https://support.kaspersky.com/15819
https://msrc.microsoft.com/update-guide
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008285-security-only-update-5c1ac43e-ddd4-48d9-a3af-68d03968080f

Guide website and
the December 2021 Security
Updates.

2021-12 Security Only
Quality Update for
Windows Server 2012 R2
for x64-based System

This security update includes
improvements and fixes that
were a part of

update KB5007247 (released
November 9, 2021) and
addresses the following issue:

= Update to support the
cancellation of
daylight savings time
(DST) for 2021 for the
Republic of Fiji.

= Addresses a known
issue that causes error
codes 0x000006€4,
0x0000007c, or
0x00000709 when
connecting to a
remote printer that is
shared on a Windows
print server.

= Addresses a known
issue that might
prevent apps, such
as Kaspersky apps,
from opening after
you attempt to repair
or update the apps
using the Microsoft
Installer (MSI).

KB5008263

N/A

Windows Malicious
Software Removal Tool
x64 - v5.96

The Windows Malicious
Software Removal Tool
(MSRT) helps remove
malicious software from
computers that are running
any of the following operating
systems:

Windows 10
Windows Server 2019
Windows Server 2016
Windows 8.1

KB890830

N/A

BD



https://msrc.microsoft.com/update-guide
https://msrc.microsoft.com/update-guide/releaseNote/2021-Dec
https://msrc.microsoft.com/update-guide/releaseNote/2021-Dec
https://support.microsoft.com/help/5007247
https://support.kaspersky.com/15819
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008263-monthly-rollup-513a39f5-b624-4214-b2be-b93f5a775e12
https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0

Windows Server 2012
R2

=  Windows Server 2012

=  Windows Server 2008
R2

=  Windows 7

=  Windows Server 2008

2021-12 Cumulative This security update includes | KB5008207 N/A
Update for Windows quality improvements. Key
Server 2016 for x64- changes include:

based Systems

= Adds support for the
cancellation of
daylight savings time
for the Republic of Fiji
for 2021.

= Addresses a known
issue that causes error
codes 0x000006€4,
0x0000007c, or
0x00000709 when
connecting to a
remote printer that is
shared on a Windows
print server.

= Addresses a known
issue that might
prevent apps, such
as Kaspersky apps,
from opening after
you attempt to repair
or update the apps
using the Microsoft
Installer (MSI).
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https://support.kaspersky.com/15819
https://support.microsoft.com/en-us/topic/december-14-2021-kb5008207-os-build-14393-4825-35421e45-96b3-4585-9faa-02576d813e7a

