
 

   

 

 

BD has identified patches from Microsoft
®
 that have been identified as critical or security related 

for May 2022. These patches were not found to adversely affect BD products and will be applied 

according to customers’ service agreements. 

Customers that maintain patches independent of BD automated delivery should ensure the 

validated patches are installed on their BD systems as the acting responsible entity in order to 

maintain the correct security posture of the system(s). 

Microsoft
®
 patches 

Patch name Description Patch ID Notes 

Windows Malicious Software 

Removal Tool x64 – v5.101 

 

The Windows Malicious Software Removal Tool 

(MSRT) helps remove malicious software from 

computers that are running any of the following 

operating systems:   

 Windows 10 

 Windows Server 2019 

 Windows Server 2016 

 Windows 8.1 

 Windows Server 2012 R2 

 Windows Server 2012 

 Windows Server 2008 R2 

 Windows 7 

 Windows Server 2008 

 

KB890830 N/A 

 
Security Patches: 

Identity Management 

May 2022 

https://support.microsoft.com/en-us/topic/remove-specific-prevalent-malware-with-windows-malicious-software-removal-tool-kb890830-ba51b71f-39cd-cdec-73eb-61979b0661e0


 

   

2022-05 Cumulative Update 

for  Windows Server 2016 for 

x64-based Systems 

This security update includes quality improvements. 

Key changes include: 

 New! Adds improvements for servicing the 

Secure Boot component of Windows. 

 Addresses an issue that might occur when 

you use Netdom.exe or the Active Directory 

Domains and Trusts snap-in to list or modify 

name suffixes routing. These procedures 

might fail. The error message is, "Insufficient 

system resources exist to complete the 

requested service." This issue occurs after 

installing the January 2022 security update 

on the primary domain controller emulator 

(PDCe). 

 

 

KB5013952 N/A 

Servicing Stack Update for 

Windows 8.1, RT 8.1 and 

Server 2012 R2 

 

This update applies to the following: 

 Windows 8.1 for x86-based devices 

 Windows 8.1 for x64-based devices 

 Windows RT 8.1 

 Windows Server 2012 R2 

 Windows Server 2012 R2 (Server Core 

installation) 

 

KB5014025 N/A 

Update for Windows 

Defender Antivirus 

antimalware platform 

This article describes an antimalware platform update 

package for Microsoft Defender for the following 

operating systems: 

 Windows 10 (Enterprise, Pro, and Home 

editions) 

 Windows Server 2019 

 Windows Server 2016 

 

KB4052623 N/A 

https://support.microsoft.com/en-us/topic/may-10-2022-kb5013952-os-build-14393-5125-0bb9f7e6-0360-4162-8eab-108e28d3a090
https://support.microsoft.com/en-us/topic/kb5014025-servicing-stack-update-for-windows-8-1-rt-8-1-and-server-2012-r2-may-10-2022-5cbf26bb-09d8-4bf2-95e9-09fd746aafbe
https://support.microsoft.com/en-us/topic/update-for-microsoft-defender-antimalware-platform-kb4052623-92e21611-8cf1-8e0e-56d6-561a07d144cc


 

   

 

 

   

Security Update for SQL 

Server 2016 Service Pack 2 

CU 

This security update fixes the following issue: 

 KB4583468 - Microsoft SQL Server elevation 

of privilege vulnerability 

 

 

KB4583461 N/A 

Servicing stack update for 

Windows 10, version 1607 

and Server 2016 

This update makes quality improvements to the 

servicing stack, which is the component that installs 

Windows updates. Servicing stack updates (SSU) 

makes sure that you have a robust and reliable 

servicing stack so that your devices can receive and 

install Microsoft updates. 

KB5014026 N/A 

    

 

 

 

 

 

https://support.microsoft.com/en-us/help/4583468
https://support.microsoft.com/en-us/help/4583468
https://support.microsoft.com/en-us/topic/kb4583461-description-of-the-security-update-for-sql-server-2016-sp2-cu15-january-12-2021-f36acdc4-f016-aeb1-e954-16a4494eaed6
https://support.microsoft.com/en-us/topic/kb5014026-servicing-stack-update-for-windows-10-version-1607-and-server-2016-may-10-2022-bc0ddb6d-07fb-4a24-82de-821d3c13ab62


 

  

 

 

2022-05 Security and Quality 

Rollup for .NET framework 

3.5, 4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows Server 2012 

R2 for x64 
 

 

 

 

 

 

Security Improvements 

This security update addresses an issue where a local 

user opening a specially crafted file could cause a 

denial of service condition on an affected system. For 

more information please see CVE-2022-30130. 

Quality Improvements 

For a list of improvements that were released with 

this update, please see the article links in the 

Additional Information section of this article. 

 

 

 

 

KB5013872 
 

 

 

 

 

 

 

 

N/A 

 

 

 

 

 

 

2022-05 Security Only 

Quarterly Update for 

Windows Server 2012 R2 for 

x64-based Systems 

This security-only update includes new improvements 

for the following issues: 

 The Key Distribution Center (KDC) code 

incorrectly returns error 

message KDC_ERR_TGT_REVOKED during 

Domain Controller shutdown. 

 The Primary Domain Controller (PDC) for the 

root domain incorrectly logs warning and 

error events in the System log when trying to 

scan outbound-only trusts. 

 

KB5014001 

 

N/A 

 

 

 

2022-05 Security Only 

Update for .NET framework 

3.5, 4.6.2, 4.7, 4.7.1, 4.7.2, 

4.8 for Windows Server 2012 

R2 and Windows 8.1 

This security update addresses an issue 

where a local user opening a specially 

crafted file could cause a denial of service 

condition on an affected system. For more 

information please see CVE-2022-30130. 

 
 

KB5013839 

 

N/A 

 

 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30130
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=85604fae-a5c5-4f6d-9012-3d86be1bccce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=85604fae-a5c5-4f6d-9012-3d86be1bccce
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d8a0fee3-4158-43ff-afc2-c937faa84a98
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=d8a0fee3-4158-43ff-afc2-c937faa84a98
https://support.microsoft.com/en-us/topic/may-10-2022-kb5014001-security-only-update-8af3983f-efb7-4ee2-ba80-bc84296a6a0d
https://support.microsoft.com/en-us/topic/may-10-2022-kb5014001-security-only-update-8af3983f-efb7-4ee2-ba80-bc84296a6a0d
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30130
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ba19a6be-55eb-4b25-9881-521c17e75f44
https://www.catalog.update.microsoft.com/ScopedViewInline.aspx?updateid=ba19a6be-55eb-4b25-9881-521c17e75f44
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2022-05 Security Monthly 

Quality Rollup for Windows 

Server 2012 R2 for x64-based 

Systems 

This cumulative security update contains 

improvements that are part of 

update KB5012670 (released April 12, 2022) and 

includes new improvements for the following issues: 

 The Key Distribution Center (KDC) code 

incorrectly returns error 

message KDC_ERR_TGT_REVOKED during 

Domain Controller shutdown. 

 After installing the January 2022 Windows 

update or a later Windows update on the 

Primary Domain Controller emulator (PDCe), 

listing or modifying name suffixes routing by 

using Netdom.exe or "Active Directory 

Domains and Trusts" snap-in may fail and 

you receive the following error message: 

"Insufficient system resources exist to 

complete the requested service. 

 

KB5014011 

 

N/A 

 

https://support.microsoft.com/help/5012670
https://support.microsoft.com/en-us/topic/may-10-2022-kb5014011-monthly-rollup-73d94574-c6a2-436c-b935-dc07af430dea
https://support.microsoft.com/en-us/topic/may-10-2022-kb5014011-monthly-rollup-73d94574-c6a2-436c-b935-dc07af430dea

