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Products in Scope

Vascular Access Devices, a Business Group of BD (formerly Bard Access Systems), has
provided the list below in order to better help our customers identify any Vascular Access
Devices (VAD) products with a computer processing unit (CPU) that has the potential to be
vulnerable to the Meltdown and Spectre hardware based vulnerabilities. The list below of
VAD products is currently dynamic and will be updated as we complete analysis of products
in scope™.

VAD uses the Common Vulnerability Scoring System v3.0 (CVSS) to rate the characteristics
of a vulnerability and produce a base numerical score reflecting the severity.

The following BD products are impacted by Meltdown & Spectre and were determined to
have a CVSS rating of 1.8 during our internal evaluation:

e Site~Rite Vision® Ultrasound Systems

e Site~Rite Vision® II Ultrasound Systems

¢ Site~Rite® 8 Ultrasound Systems

¢ Site~Rite® 5 and 6 Ultrasound Systems

e SHERLOCK 3CG™ Standalone Tip Confirmation Systems
e NAUTILUS DELTA™ Tip Confirmation Systems

e Site~Rite Prevue® Ultrasound Systems

Note: This list provided does not indicate the patch or device status. The intended use of
these products does not include email and/or internet browsing.

*Some products experience processor specification changes during the manufacturing lifecycle. While
specific versions of a product may not be affected we recommend applying VAD mitigations or
compensating controls across all affected product lines. Please consult product labels and inserts for
any indications, contraindications, hazards, warnings, precautions and directions for use.
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https://www.first.org/cvss/calculator/3.0
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:H/PR:H/UI:R/S:U/C:L/I:N/A:N

