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BD has provided the list below in order to better help our customers identify any BD
products with a computer processing unit (CPU) that has the potential to be vulnerable to
the Meltdown and Spectre hard-ware based vulnerabilities. The list below of BD products is
currently dynamic and will be updated as we complete analysis of products in scope”.

BD uses the Common Vulnerability Scoring System v3.0 (CVSS) to rate the characteristics

of a vulnerability and produce a base numerical score reflecting the severity.

Meltdown

The following BD products were determined to have a CVSS rating of 2.5 during our internal

evaluation.

« Accuri C6 Plus

« FACSAria Fusion

 FACSAria I/II/III

« FACSCalibur

« FACSCanto 10-color

« FACSCanto 10-color
clinical

« FACSCanto II

 FACSCanto II clinical

* FACSCelesta

« FACSCount

+ FACSDuet Sample
Prep (ASaP)

« FACSJazz
« FACSLink Interface
« FACSLyric

+ FACSMelody

+ FACSSample Prep
Assistant III

+ FACSVerse

« FACSVia

+ GenCell CliC

« Influx

« LSRII

+ LSRFortessa

» LSRFortessa X-20

+ Lyse Wash Assistant

« Panel Designer

+ BD Assurity Linc™

BD BACTEC™ 9120/
9240

BD BACTEC™ FX
BD BACTEC™ FX40
BD MAX

BD Data
Innovations™

BD EpiCenter™

BD Kiestra™
TLA/WCA

BD Phoenix™ 100
BD Phoenix™ M50
BD Totalys™
SlidePrep

BD Viper LT™

BD Viper XTR™
Pyxis® Anesthesia ES
Pyxis® Anesthesia
System 3500
Pyxis® CathRack
Pyxis® CIISafe -
Workstation

Pyxis® CUBIE
Replenishment
Station

Pyxis® DuoStation
Pyxis® EcoStation
System

Pyxis® MedStation
3500

Pyxis® MedStation
4000

Pyxis® MedStation ES
Pyxis® ParAssist
System

Pyxis® Parx

Pyxis® Parx handheld
Pyxis®
ProcedureStation
Pyxis® ScrubStation
System

Pyxis® StockStation
System

Pyxis® Supply Roller
Pyxis® SupplyStation
Pyxis® Infant Care
Verification

Pyxis® Medication
Administration
Pyxis® Nursing Data
Collection

Pyxis® Specimen
Collection Verification
Pyxis® Transfusion
Verification

Rowa Dose

Rowa Smart

Rowa Vmax System


https://www.first.org/cvss/calculator/3.0
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N
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The following product was determined to have a CVSS Rating of 1.9 during our internal

evaluation.

e« BD Phoenix™ AP

The following products were determined to have a CVSS rating of 2.5 during our internal

evaluation.

e BD Phoenix™
100

+ BD Phoenix™ M50

The following products were determined to have a CVSS rating of 3.0 during our internal

evaluation.

* Accuri C6 Plus

« FACSAria Fusion

FACSAria I/1I/1I1

« FACSCalibur

+ FACSCanto 10-color

«  FACSCanto 10-color
clinical

« FACSCanto II

« FACSCanto II clinical

« FACSCelesta

«  FACSCount

+ FACSDuet Sample
Prep (ASaP)

« FACSJazz

+ FACSMelody

e FACSPresto

The following products were determined to have a CVSS rating of 3.9

evaluation.

+ Alaris Systems

Manager
« FACSLink Interface
+ FACSLyric

+ Panel Designer

* Pyxis Anesthesia ES

+ Pyxis Anesthesia
System 3500

+  Pyxis® CathRack v8

+  Pyxis® CIISafe -
Workstation

FACSSample Prep
Assistant (SPA) III
FACSVerse

FACSVia

GenCell CliC

Influx

LSR II

LSRFortessa
LSRFortessa X-20
Lyse Wash Assistant
BD Assurity Linc™
BD BACTEC™ 9050
BD BACTEC™ 9120/
9240

BD BACTEC™ FX

BD BACTEC™ FX40

Pyxis® CUBIE
Replenishment Station
Pyxis® DuoStation
Pyxis® EcoStation
System

Pyxis® MedStation
3500

Pyxis® MedStation
4000 Console

Pyxis® MedStation ES
Pyxis® ParAssist
System

BD Data
Innovations™

Focal Point - Linux
Focal Point - Solaris
Innova

Kiestra InoqulA
Standalone

BD Kiestra™ TLA/WCA
BD PrepStain

Totalys Multiprocessor
BD Totalys™
SlidePrep

BD Veritor™ Plus
System

BD Viper LT™

BD Viper XTR™

during our internal

Pyxis® Parx

Pyxis® Parx handheld
Pyxis®
ProcedureStation
Pyxis® ScrubStation
System

Pyxis® StockStation
System

Pyxis® Supply Roller
Pyxis® SupplyStation
Pyxis® Infant Care
Verification


https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:P/AC:H/PR:H/UI:N/S:C/C:N/I:N/A:L
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:U/C:L/I:N/A:L
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:L/AC:H/PR:H/UI:N/S:C/C:L/I:N/A:L
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+  Pyxis® Medication +  Pyxis® Specimen +  Rowa Dose
Administration Collection Verification *  Rowa Smart

+  Pyxis® Nursing Data +  Pyxis® Transfusion +  Rowa Vmax System
Collection Verification

Note: This list provided does not indicate the patch or device status. The intended use of
these products does not include email and/or internet browsing. BD is determining
compensating controls and prioritizing patch validation and impact for all hosted solutions,
including MedMinded and Knowledge Portal.

*Some products experience processor specification changes during the manufacturing lifecycle. While
specific versions of a product may not be affected BD recommends applying BD mitigations or
compensating controls across all affected product lines.



