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Objectives

• Review the analytics background and framework

• Describe the journey, operationalization, and value at the 
University of Virginia Health System

• Understand the use of data for outcomes and metrics

• Discuss opportunities for implementation strategies
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PROBLEM: MEDICATION DIVERSION 

Help identify 
potential 
diversion

Consolidate information 
to assist with investigation 
and reporting 

Prioritize investigative 
efforts and analyze 
transactions 

SOLUTION: BD HEALTHSIGHT™ DIVERSION MANAGEMENT

BD-8796

10-15%

Left undetected, diversion can lead to
• Risk to the diverter
• Serious patient safety risk
• Significant liability risk to the organization4

Current methods are ineffective
• Reactive approach
• Time consuming reconciliation of ADC 

and EMR transactions
• High false positive rates 

of the General Population will misuse 
substances at some point in their lives, including 
healthcare workers who have access to controlled 
substances2
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BD HealthSight™ Diversion Management Key Capabilities

Multiple behavioral signals combined into a 
single risk score to identify anomalous behavior

Machine Learning-enabled algorithms to help 
improve anomaly detection

Intuitive workflow-based investigation 
capability

Automated reconciliation between Pyxis and 
eMAR
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Demonstration



Demographics

• Tertiary care academic medical center
• 612 Beds

– 494 Average Daily Census
– 28,359 Inpatient Admissions

• 64,780 ED Visits
• 878,781 Outpatient Visits
• Level 1 Trauma Center
• Comprehensive Transplant and Stroke Center
• Nationally recognized Cancer and Heart Center

2018 statistic data



Major Areas of Concern for Diversion



From: ASHP Guidelines on Preventing Diversion of Controlled Substances
Am J Health Syst Pharm. 2017;74(5):325-348. doi:10.2146/ajhp160919
Am J Health Syst Pharm | Copyright © 2017 by the American Society of Health-System Pharmacists, Inc. All rights reserved.

Opportunities for Diversion



Pain Points



Current Controlled Substance Audit Process

Background
• Team members that handle controlled substances (CS) are compared to team members from the same 

practice area whose administration data shows ≥ 2+ SD higher than team members on the unit
• Completed on a monthly basis

40 – 44+ hours/month



Surveillance Audits

Sections of Template
• Blue = ADC Activity Log
• Yellow = Documentation Assessment – EHR
• Orange = Pain Assessment – EHR
• Green = Assignment Assessment

Tracking Issues Manually
Number of Issues Classification

7.6% Documentation Practice
8.9% Multiple discrepancies/More reports to audit
3.8% Override Practice
7.6% Owner of audit
32.9% Did not complete
15.2% Pain Score
1.3% Wrong Patient
21.5% Wasting Practice
1.3% Wrong Frequency

100.0% Total

Pre Analytics Tool



Current Limitations Analytics Tool Improvements

1. Not specific to patient care type 1. Evaluation based on machine learning

2. Limited comparison by dispensing 
cabinet

2. Compares similar patient types regardless of  
dispensing cabinet

3. Manually tracking in excel 
spreadsheets

a. Investigation transactions
b. Quality assurance trends
c. Trends
d. Receipt, Completion, Actions

4. High rate of false positives 4. Potential to decrease false positives
a. Determine post-implementation

5. Data Assessment
a. Manual monthly intervals

5. Data Assessment
a. Updated and available daily

6. Traveler staff leave before 
detection

6. Timely traveler staff detection

7. Communication and investigation 
completion

a. Emails

7. Communication and investigation 
completion

a. Located in tool

Challenges vs. Limitations

3. All tracking is automated and 
completed within the tool



BD HealthSight™ Analytics Tool
• Updated controlled substance surveillance system designed by BD in partnership 

with UVA

Numerical score based 
on behaviors, scale 0-10

Description of behaviors 
with corresponding 

transactions 



BD HealthSight™ Diversion Management



Post Analytics Tool

• Updated controlled substance surveillance system designed by BD in partnership 
with UVA

Surveillance Audits Pre and Post Analytics Tool

Pre Analytics Tool

Tracking Issues Manually 



• Enhanced reporting capabilities with integrated data sets

• Allows for more accurate reconciliation between dispensing cabinets 
and the EHR

• Flexibility for additional metrics and measures to report related to 
controlled substance management

Outcomes and Measures



• Unreconciled amounts

• Delay in user actions
• Delayed Administration
• Delayed Return
• Delayed Waste

• Overrides

• Whole wasted doses

Outcomes and Measures



Key Metrics for UVA

• Currently Reported Metrics
• Unreconciled Dispenses
• Undocumented Waste
• Unreconciled Discrepancies > 24h

• Future Metrics to Consider
• Unreconciled Dispenses
• Time to Administer
• Time to Waste

BD HealthSight™ 
Analytics

Dispensing cabinet

EMR



UVA Controlled Substance Reporting

Measure by Priority Frequency Expected Changes
Unreconciled Dispenses Nursing – Daily

Pharmacy – Daily
Reported - Monthly

• Ability to assess daily
• % trend down

Unresolved Discrepancies > 24 
hours

Nursing – Daily
Pharmacy – Weekly
Reported  – Weekly

• Maintain

Undocumented Waste Nursing – Daily
Pharmacy – Weekly
Reported  – Weekly

• Ability to assess daily
• % trend down

Overrides Nursing – Daily
Pharmacy – Weekly
Reported  – Monthly

• Increase in resolution of 
unlinked overrides

• % trend down

Time to Administration TBD • Start consistently measuring
• Establish baseline 



Lessons Learned

• Interprofessional partnerships
• Development feedback

• Informatics connections

• System limits

• Over communication

• Process mapping




