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Objectives

Review the analytics background and framework

Describe the journey, operationalization, and value at the
University of Virginia Health System

Understand the use of data for outcomes and metrics

Discuss opportunities for implementation strategies
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* Roy Joseph, PharmD
Senior Pharmacy IT Application Analyst
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Pharmacy Clinical Operations Manager
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Associate Director, Outcomes Solutions
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PROBLEM: MEDICATION DIVERSION

10-15% Of the General Population will misuse Current methods are ineffective
/./ substances at some point in their lives, including « Reactive approach
@ healthcare workers who have access to controlled « Time consuming reconciliation of ADC
~ substances? and EMR transactions

« High false positive rates

Left undetected, diversion can lead to
» Risk to the diverter

» Serious patient safety risk

« Significant liability risk to the organization4

— SOLUTION: BD HEALTHSIGHT™ DIVERSION MANAGEMENT ——

4

Help identify Prioritize investigative Consolidate information
potential efforts and analyze to assist with investigation
] diversion ¢ transactions and reporting
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BD HealthSight™ Diversion Management Key Capabilities

Multiple behavioral signals combined into a
single risk score to identify anomalous behavior

Machine Learning-enabled algorithms to help
improve anomaly detection
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Intuitive workflow-based investigation
capability

Automated reconciliation between Pyxis and
eMAR

5 BD and the BD logo are trademarks of Becton, Dickinson and Company. © 2019 BD and its subsidiaries. All rights reserved. & B D
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Demonstration
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Demographics
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Major Areas of Concern for Diversion

Healthcare

Documentation . Providers
. Reporting
Requirements

UVA

» 8,119 Full-time Equivalents (FTE) Support Patients
« 526,610 Annual Controlled Substance Transactions* S5
Surveillance . Automated Dispensing Cabinets
141 Medstations
66 Anesthesia Stations Family and
- . Caregivers
« Electronic Medical Record
Investigation Accessibility
Record
Keeping
— Human
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Opportunities for Diversion

* Purchase order and packing ship removed from records
* Unauthonzed individual orders for CS on stolen DEA Form 222
* Product contamer is compromised

* CS are replaced by product of similar appearance when prepackaging
* Removing volume from premixed infusion

* Mulsdose vial overfill diverted

* Prepared syringe contents are replaced with saline solution

. Wmmmmbw»mcs
* Prescriber self-prescribes CS

* Verbal orders for CS created but not verified by prescriber
* Written prescriptions altered by patients

* CS are withdrawn from an ADD on discharged or transferred patient
* Medication documented as given but not administered 1o patient

* Waste is not adequately witnessed and su diverted

* Substitute drug is removed and administered while CS is diverted

* CS waste is removed from unsecure waste container
* CS waste in syringe is replaced with saline
* Expired CS are dverted from holding area

IVERSITY
IRGINIA
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Pain Points
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Current Controlled Substance Audit Process

Background

* Team members that handle controlled substances (CS) are compared to team members from the same
practice area whose administration data shows > 2+ SD higher than team members on the unit

* Completed on a monthly basis

Pyxis Transaction Investigation Template
Evaluation Creation

Random Selection of
Flagged Team Members

Tracking and Trending

Cll Safe R t
ale repor Excel Spreadsheet

1 hour

Investigation Template
Communication

2 -4 hours

Nurse Leadership Epic
Evaluation based on

1 hour

Investigation Progress
Tracking, Review, and

16 hours

Completed or Warrants
Further Investigation

8 hours

Pyxis Transactions Reminders
4 hours 0 —infinite hours
0.5 -2 hours 8 hours
UNIVERSITY
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Surveillance Audits

Pre Analytics Tool

Fain Assessment - EPIC
e ing

Dosze removed from
Pyids match Epic order?

Tracking Issues Manually

Sections of Template
* Blue = ADC Activity Log
* Yellow = Documentation Assessment — EHR

* Orange = Pain Assessment — EHR

* Green = Assignment Assessment
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Challenges vs. Limitations

Current Limitations

1. Not specific to patient care type

2. Limited comparison by dispensing
cabinet

3. Manually tracking in excel
spreadsheets

a. Investigation transactions

b. Quality assurance trends

c. Trends

d. Receipt, Completion, Actions

4. High rate of false positives

5. Data Assessment
a. Manual monthly intervals

6. Traveler staff leave before
detection
7. Communication and investigation
completion
a. Emails

Analytics Tool Improvements

. Evaluation based on machine learning

. Compares similar patient types regardless of

dispensing cabinet

. All tracking is automated and

completed within the tool

. Potential to decrease false positives

a. Determine post-implementation

. Data Assessment

a. Updated and available daily

. Timely traveler staff detection

VERSITY

. Communication and investigation ‘[Ja TIRGINIA

completion IR 177175 SysTEM
a. Located in tool




BD HealthSight™ Analytics Tool

Key Trends
Risk Score 2019

User 2213
_ | 4.3 2.7 ‘ '
4.9

Behavior Guide

Anomalous Behavior
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BD HealthSight™ Diversion Management

Reconciliation

Last Week

View Details

Jan 31 1838

Closed Legacy Reports

Me 3t

2 ML SYRINGE CUSTOM NDC
HYDROMORPHONE HCL 1 MG/ML PO
LIQD | 1.00 mg

HYDROmorphone (HYDROmorphone) 2 mg/2 mL (2 mL)
SOLUTION

View Details

Jan 311T7:49

A .

OXYCODONE HCL 5 MG PO TABS | 5.00
=y

1 Madicat
O ense edication

oxyCODONE (oxyCODONE) 5 mg TABLET UD
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Surveillance Audits Pre and Post Analytics Tool

Pre Analytics Tool
Pyzis Activity Log Documentation Assessment - EFIC Fain Assessment - EPIC Assi A
Provided by Fhannacy Beview by Manager Review by Nursing Review by Munager
] = Are pain scores
Waste quantiny | Wimess | Time doeumenied on |0 MO PSS TANON, | eion order Dose removed from Waste appropriare? (if teraral [ o e reret I S W e el e ot remoued price vol|| W pariams sz signad o]
Patient Name MBN | Trmsation Type Medication Name Gumiry [ T S or churted as given before i % i 3 o d 2 Pprevious and > B 5 e 1
{if applicable) | {if applicable) MAR = descxiption Pyxis march Epic order? applicable) priorto dose | after dose | appropriate forpain | 7 or after shift? this caregiver?
O : Nt
s earegivers ¥

Post Analytics Tool

Tracking Issues Manuall
| Number of Issues ‘ Key Trends

Risk Score 2019

User 2213 -

3.7

Anomalous Behavior

40 - 44+ hours/month




Outcomes and Measures
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Outcomes and Measures

Medication Issues Station Nam
Choose - Choose - Choose

x
Delayed Administration
Medication Delayed Return
- Delayed Waste
Irreconcilable
Override

Unreconciled Amount

Whole Dose Waste
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Key Metrics for UVA
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UVA Controlled Substance Reporting

Measure by Priority

Unreconciled Dispenses

Frequency

Nursing — Daily
Pharmacy — Daily
Reported - Monthly

Expected Changes

Ability to assess daily
% trend down

Unresolved Discrepancies > 24
hours

Nursing — Daily
Pharmacy — Weekly
Reported — Weekly

Maintain

Undocumented Waste

Nursing — Daily
Pharmacy — Weekly
Reported — Weekly

Ability to assess daily
% trend down

Overrides

Nursing — Daily
Pharmacy — Weekly
Reported — Monthly

Increase in resolution of
unlinked overrides
% trend down

Time to Administration

TBD

Start consistently measuring
Establish baseline
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Lessons Learned
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